2 »1\

xgh\\\nuu |;//

||IIL".-".'JIIl

OFFICE OF THE INSPECTOR GENERAL

3 AGENCY RESOURCE MANAGEMENT
INFORMATION SUPPORT SYSTEM

March 15, 1996

OB

Report No. 96-085

Department of Defense



Additional Copies

To obtain additional copies of this audit report, contact the Secondary Reports
Distribution Unit of the Analysis, Planning, and Technical Support Directorate at
(703) 604-8937 (DSN 664-8937) or FAX (703) 604-8932.

Suggestions for Future Audits

To suggest ideas for or to request future audits, contact the Planning and
Coordination Branch of the Analysis, Planning, and Technical Support Directorate
at (703) 604-8939 (DSN 664-8939) or FAX (703) 604-8932. Ideas and requests can
also be mailed to:

OAIG-AUD (ATTN: APTS Audit Suggestions)
Inspector General, Department of Defense

400 Army Navy Drive (Room 801)

Arlington, Virginia 22202-2884

Defense Hotline

To report fraud, waste, or abuse, contact the Defense Hotline by -calling
(800) 424-9098; by sending an electronic message to Hotline@DODIG.OSD.MIL;
or by writing to the Defense Hotline, The Pentagon, Washington, D.C. 20301-1900.
The identity of each writer and caller is fully protected.

Acronyms

ARMISS Agency Resource Management Information Support System

COTS Commercial-off-the-Shelf

CSC Computer Sciences Corporation

DIA Defense Intelligence Agency

DIESCON DoD Intelligence Information Systems Integration and
Engineering Support Contract

NSA National Security Agency

VSE Value System Engineering



INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-2884

March 15, 1996
MEMORANDUM FOR DIRECTOR, DEFENSE INTELLIGENCE AGENCY

SUBJECT: Audit Report on Agency Resource Management Information Support
System (Report No. 96-085)

We are providing this audit report for review and comment. The audit was
performed in response to a request from Senator Strom Thurmond. The Office of
Audit, Inspector General, Defense Intelligence Agency, assisted in performing the
audit. Management comments on a draft of this report were considered in preparing
the final report.

DoD Directive 7650.3 requires that all unresolved issues be resolved promptly.
Management comments on the draft report did not discuss the specific recommended
actions. Therefore, we request that the Defense Intelligence Agency provide additional
comments by May 14, 1996, on the development of a comprehensive acquisition plan
for the Agency Resource Management Information Support System; establishment of
controls to verify documentation of intended users requirements; establishment of
controls to verify that procurement quantities are limited until suitability is
demonstrated; and establishment of controls to ensure that senior managers are kept
apprised of important cost, schedule, and performance data. See the Finding for the
required responses.

We appreciate the courtesies extended to the audit staff. Questions on the
audit should be directed to Mr. Harlan M. Geyer, Audit Program Director, at
(703) 604-9594 (DSN 664-9594) or Ms. Jenniffer Wilson, Audit Project Manager, at
(703) 604-8361 (DSN 664-8361). See Appendix G for the report distribution. Audit
team members are listed inside the back cover.

oA Al e

Robert J. Lieberman
Assistant Inspector General
for Auditing



Office of the Inspector General, DoD

Report No. 96-085 March 15, 1996
(Project No. SRFE-5025)

Agency Resource Management Information
Support System

Executive Summary

Introduction. This audit was performed in response to a request from Senator Strom
Thurmond to review allegations of improprieties related to the procurement of
commercial software for the Agency Resource Management Information Support
System.  The Defense Intelligence Agency intended for the Agency Resource
Management Information Support System to be an integrated suite of commercial
computer software that would standardize existing administrative systems, eliminate
redundant data bases and rekeying of data, promote the exchange of information, and
provide a common data base of resource information to support management. In June
1993, the Defense Intelligence Agency awarded a contract, totaling about $6.9 million,
to acquire and customize commercial software to fit Defense Intelligence Agency
business practices. In September 1993 and 1994, the Defense Intelligence Agency
issued two delivery orders totaling $1.1 million under an existing indefinite-delivery,
indefinite-quantity contract to integrate the commercial software modules that were
procured under the Agency Resource Management Information Support System
contract. The National Military Intelligence Systems Center, Defense Intelligence
Agency, planned to use the software modules to replace systems in two functions.

Audit Objectives. The audit objectives were to determine whether the Defense
Intelligence Agency management of the Agency Resource Management and Information
Support System and actions taken to correct system deficiencies conformed to
regulatory guidance and to evaluate the validity of the allegations. We also evaluated
the Defense Intelligence Agency management control program as it related to the audit
objectives.

Audit Results. The audit either substantiated or partially substantiated six allegations
related to inadequate planning and management of the acquisition and implementation
of the Agency Resource Management Information Support System. The Defense
Intelligence Agency spent more than $5.1 million for the commercial software and
contractor services that did not satisfy the requirement for an integrated, management
information system. We did not substantiate two other allegations (see Appendix C).

The Defense Intelligence Agency management control program needs improvement
because material weaknesses were identified related to acquisition planning and
execution. Recommendations, if implemented, will improve the effectiveness of
actions to develop an integrated, management support system and should reduce future
acquisition costs. We could not quantify potential monetary benefits. See Part I for a
discussion of the audit results and Appendix E for a summary of the potential benefits
resulting from audit.



Summary of Recommendations. We recommend stopping all Agency Resource
Management Information Support system development and implementation until a
comprehensive acquisition plan is developed and management controls are established
to ensure that future software acquisition and development efforts are subjected to
rigorous senior management oversight.

Management Comments. The Defense Intelligence Agency concurred with all
recommendations; however, the comments did not fully meet our intent. See Part I for
a summary of management comments regarding the recommendations, Appendix D for
a summary of specific management comments, and Part III for the complete text of
management comments.

Audit Response. The management comments did not specifically discuss the
recommended actions. In addition, the Defense Intelligence Agency nonconcurred with
specific issues discussed in the finding. Management made comments concerning the
acquisition strategy for procuring the commercial-off-the-shelf software products,
demonstration and prototyping of the software products, substantiation of the
allegations, the Agency Resource Management Information Support System concept of
operations and requirements, and program management roles and responsibilities. We
disagreed with those comments and provided a response in Appendix D of this report.
Therefore, we ask that the Defense Intelligence Agency provide additional comments in
response to this report by May 14, 1996.
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Part I - Audit Results



Audit Results

Audit Background

Need for an Improved Administrative Management Information
System. Defense Intelligence Agency (DIA) administrative systems are
fragmented, labor intensive, and inefficient. In general, administrative
information is redundantly processed in stand-alone systems that do not provide
common access. In July 1988, the Director, DIA, approved a concept for
improving the management of administrative information at the corporate level
through an open systems architecture. Working groups and a process action
team were formed to identify DIA-wide applications for integration into the
DIA management information system. To meet the need for an improved
administrative management system, the National Military Intelligence Systems
Center (the Systems Center) developed the concept for the Agency Resource
Management Information Support System (ARMISS). In July 1988, the Deputy
Director, DIA, directed the Systems Center to establish a program management
office for implementing the new administrative system. The Chief of Logistics
Division within the Systems Center was designated the ARMISS program
manager. !

ARMISS Concept of Operations. DIA planned to replace its stand-alone
automated information systems with one integrated, information management
system. The goal was consistent with Corporate Information Management
policies and principles, as defined in DoD Directive 8000.1, "Defense
Information Management Program," October 27, 1992, which emphasized the
capability of automated data processing in support of business process
improvements, data standardization, and systems consolidation. Principles
associated with meeting the Corporate Information Management goals include
functional process improvement projects and functional and technical integration
analysis and planning.

ARMISS was intended to promote exchanging and sharing information,
minimizing redundant development of user applications, reducing the potential
for errors by eliminating multiple data entries, maximizing data availability to
upper management for decision making, and permitting electronic tracking of a
variety of data. The ARMISS would encompass all aspects of management and
administrative information used by mid-level and senior managers to make
decisions on administrative and fiscal matters. The functional offices included
in the ARMISS effort consists of the comptroller, contracts, logistics,
personnel, training, information processing, security, legal, and administrative
functions of all DIA elements. The ARMISS program manager estimated that

IThe term "ARMISS program manager," used throughout this report, refers to
the Chief of the Logistics Division who served in many different roles and
positions related to the ARMISS effort. The program manager was the overall
leader of the planning effort that set the direction and strategy for the ARMISS
project. In that capacity, the program manager held titles and responsibilities of
the acquisition planning leader, the project management and oversight officer,
the technical process improvements process action officer, the Co-chair of the
Administrative Functional Control Board, and the DIA-perspective focal point.
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Audit Results

commercial software would give DIA a prepackaged solution to satisfy the
predominant (about 80 percent) ARMISS requirements. The DIA spends about
$4.1 million annually for new commercial software.

Contracting for Acquisition of the ARMISS. On June 7, 1993, the DIA
Virginia Contracting Activity awarded contract MDA908-93-C-0027 to the
Value System Engineering Corporation (VSE) to procure and customize an
integrated commercial-off-the-shelf (COTS) software suite to serve as the
ARMISS. The VSE based its bid on using Oracle Corporation COTS software
products for most functions. The Oracle COTS software products consisted of a
budget, acquisition, personnel and logistics module. The ARMISS effort was a
cost-plus-fixed-fee-completion type contract for procurement and customization
of COTS software and a firm fixed-price type contract for software
maintenance. The contract period was 4 years and 4 months (a base period of
16 months and 3 option years) for a total price of $6.9 million. Implementation
of the ARMISS was unsuccessful; therefore, DIA allowed the contract to expire
and exercised no options. The DIA paid VSE about $4.1 million for software
and services.

The DIA is continuing efforts to upgrade its existing administrative information
systems through the use of software acquired under the ARMISS contract. The
DIA paid $568,408 for delivery order 10 and $578,430 for delivery order 30.
Those delivery orders were issued on September 23, 1993, and September 22,
1994, respectively, to the Computer Sciences Corporation (CSC) under contract
MDA908-93-D-1503, an indefinite-delivery, indefinite-quantity contract. The
Systems Center used delivery orders 10 and 30 to implement the ARMISS
software to satisfy deficiencies for two functional missions within the Systems
Center. The delivery order efforts are completed, yet the concept of an
integrated, information management system was not achieved.

Allegations Related to the Procurement of ARMISS. On January 3, 1995,
the Chairman, Senate Committee on Armed Services requested that the
Inspector General, DoD, investigate allegations of improprieties by the DIA in
procuring ARMISS software. The specific allegations and the results of our
audit pertaining to each allegation are in Appendix C.

Audit Objectives

The audit objectives were to determine whether the DIA management of the |
acquisition of the ARMISS and actions to correct system deficiencies conformed
to regulatory guidance and to evaluate the validity of the allegations. We also
evaluated management controls germane to the audit objectives. See the
Finding for a discussion of the material management control weaknesses and
Appendix A for a discussion of the audit scope and methodology and the review
of the management control program. See Appendix B for a summary of prior
coverage related to the audit objectives.



ARMISS Program Management

The DIA did not exercise effective control over efforts to acquire,
customize, and integrate COTS software for the ARMISS. Specifically,
DIA:

o procured 100 percent of the assumed quantities of COTS
software needed for the ARMISS without verifying that the system
concept design was feasible;

0 did not adequately define ARMISS requirements before
contract award;

o did not document business practices to facilitate customization
of the COTS software;

o did not consider the requirement to rely on the National
Security Agency (NSA) for financial and accounting services; and

o continued development efforts after it was apparent that the
acquired COTS software was not suitable for the ARMISS concept.

Consequently, DIA spent more than $5.1 million for COTS software and
contractor customization and integration services that did not result in an
integrated, management information system or improved capability to
DIA-wide business processes.

Acquisition Planning for the ARMISS

DIA Time-Phased Replacement of Existing Systems. The ARMISS request
for proposal, dated July 17, 1992, states that the systems and applications
integral to DIA operations must remain operational and would not be replaced
by ARMISS. Thus, to ensure continuity of operations, implementation of the
ARMISS would require maintenance and operation of dual systems and the
development of interfaces to external systems. The DIA planned to implement
the ARMISS in the following functional modules:

o budget,

0 acquisition,

o

personnel,

o}

training and education,

o

logistics,



ARMISS Program Management

o travel,
o central repository, and
0 executive mail.

The DIA planned to award one contract to procure and customize the COTS
software. The DIA also planned to integrate the software into the existing DIA
environment using the DoD Intelligence Information Systems Integration and
Engineering Support Contract (DIESCON).

Prototyping as a Means to Reduce Risk and Uncertainty in the
ARMISS. DoD Directive 8120.1, "Life-Cycle Management of Automated
Information Systems," January 14, 1993, requires that DoD Components
consider the acceptance of software based on approval of test results. DoD
Components are encouraged to use the policies and procedures identified in
DoD Directive 5000.2, "Defense Acquisition Management Policies and
Procedures," February 23, 1991, for managing all acquisition programs--major
and nonmajor programs. In accordance with DoD Directive 5000.2, part 5,
section D, "Technology Transition and Prototyping," prototyping is a major
element of the acquisition process and should be used during the concept
demonstration phase of the acquisition to reduce risk and uncertainty associated
with the integration of products into system concept designs. Testing of
prototypes demonstrates the feasibility of the product to work in the system
design and allows the early assessment of operational effectiveness and
suitability of the product.

To achieve the economies of a bulk purchase, DIA elected to procure the Oracle
software immediately after the contract was awarded to VSE on June 7, 1993.
DIA procured Oracle products and tools and site licenses for 500 concurrent
users even though the concept of integrating all the software applications into
the DIA environment had not been demonstrated. Further, the ARMISS
contract required VSE to customize the software applications over a 12- to
24-month period; therefore, there was ample time to prove the feasibility of the
ARMISS concept using a limited number of Oracle software modules and site
licenses in a prototype installation. A more cost-effective acquisition alternative
would have been for DIA to procure the needed quantities of software in a bulk
purchase after DIA demonstrated the feasibility of the ARMISS concept.

Technical Constraints Affecting ARMISS Implementation

Documentation of Business Processes. DoD Directive 8120.1 implements
Corporate Information Management policies and principles related to the
acquisition of automated information systems. The Directive states that it is
DoD policy to use life-cycle management review and approval procedures to
verify that programmatic decisions for all automated information systems are
based on approved functional requirements analysis and strategic planning.
Specifically, DoD Components are responsible for developing a current and

5



ARMISS Program Management

future baseline of the administrative processes in the early stages of the
acquisition life-cycle for all automated information system projects.
Development of the current and future baseline is accomplished by preparing
detailed definitions of functional requirements for all functional areas and by
producing a business plan that identifies changes in the business process and an
implementation strategy for the new system.

The DIA Manual 44-2, "Acquisition," March 1993, requires acquisition plans
to identify significant cost and technical or schedule constraints that affect the
acquisition. The ARMISS program manager was responsible for determining
and validating requirements, acquisition planning, system concept design, the
implementation plan, and funding for the ARMISS project. DIA ensured that
the ARMISS contract required minimal customization of COTS software,
mature and well-documented Government business processes, and a defined
business model of the operations of each functional office obtainable within
30to 35 days. Documentation of the supported business processes was
necessary to permit customization the COTS software. However, the ARMISS
program manager did not require DIA functional managers to document detailed
definitions of their functional requirements and business processes. The
ARMISS program manager did not request the detailed documentation because
he assumed:

o that the COTS software would provide an 80-percent solution for
processing requirements, thereby resulting in a rapid prototyping approach
rather than a software development; and

o that DIA would change its way of doing business to take advantage of
the COTS software capabilities and efficiencies.

Effects of DIA Undefined Requirements on VSE Ability to Perform. As a
result of the inadequate requirements documentation, DIA had no assurances
that the Oracle software would satisfy the ARMISS concept. Further, because
of undefined requirements, VSE was unable to customize the Oracle software to
the DIA business processes. By early August 1993, VSE determined that
detailed documentation of the DIA current and future operational requirements
was lacking. VSE needed the documentation to customize the software for the
Oracle personnel and acquisition modules, as planned for during the base period
of the contract. DIA modified the contract on September 23, 1993, and again
on March 31, 1994, to direct VSE to develop the necessary requirements
documentation. VSE delivered a Functional Requirements Definition Document
for the Oracle acquisition module on May 23, 1994, and for the Oracle
gersonnel module on September 21, 1994, at a total cost to DIA of about
928,000.

Operational Analysis of the Oracle Acquisition Module. VSE
performed operational analyses of the Oracle acquisition module from February
through December 1993. The documentation provided a detailed definition of
the operational requirements for the DIA acquisition process and a business
model for determining current and future needs for ARMISS. As a result of the
analysis, DIA determined that the Oracle acquisition module did not conform to
the DIA acquisition process and that development of an import interface to

6
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external procurement and logistics systems was needed to provide an integrated
capability. Oracle COTS software, however, was not designed to interface with
external systems, and software modifications needed to support an interface
could invalidate software warranties and maintenance support agreements.

Operational Analysis of the Oracle Personnel Module. VSE
performed an operational analysis on the Oracle personnel module from
September 1993 through September 1994. DIA subject matter experts spent
about 2,800 hours working with Oracle consultants and VSE program analysts
to document the detailed operational requirements and business model of the
current and future needs for the DIA personnel function.

As a result of the operational analysis, DIA determined that the Oracle
personnel software module did not provide a prepackaged solution to satisfying
the Directorate of Human Resources' requirements and that customization of the
software was significantly more complex than envisioned. The Oracle
personnel module did not offer a prepackaged solution because it did not contain
forms or critical data fields needed to process mandatory, Government-specific
personnel actions. Customizing the software required extensive programming,
which could invalidate the software maintenance support and warranty
coverage. Because the Oracle personnel module could not satisfy DIA
requirements, the Directorate of Human Resources began evaluating DoD-
standard systems, in accordance with Corporate Information Management
policies and principles, to satisfy deficiencies in its existing personnel systems.

Oracle Software Suitability to ARMISS Requirements. The DIA stated that
COTS software would meet 80 percent of DIA functional requirements, that
DIA was willing to modify its business processes to take advantage of
commercial software capabilities and efficiencies, and that DIA did not desire to
modify the software to the extent DIA would have to develop nonstandard
programming script to facilitate unique DIA requirements. However, as early
as August 1993, VSE determined that those assumptions were erroneous and
that DIA did not have an adequate understanding of the complexities associated
with using industry-standard commercial software as a solution to satisfying
ARMISS requirements.

The DIA did not adequately evaluate the mechanics of how the Oracle software
worked and the effects it had on the ARMISS concept. Specifically, the
ARMISS contract statement of work required that ARMISS interface with
external finance, logistics, and procurement systems in order to import data to
the Oracle applications. However, the Oracle software does not have a standard
interface for importing data from external systems. According to the Oracle
Corporation, there are limitations and explicit warnings against importing data
in non-Oracle systems to Oracle software. Import interface is considered high
risk because it requires development of an import facility and modification to
the structure of the Oracle software. Because the Oracle Corporation often
changes the structure each time it releases a new version of its software,
programming scripts, developed to support the import facility, may not function
properly and may have to be modified with each new release of the Oracle
software. Further, modification to the software programs' structures would
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require an effort far greater than that expected under a statement of work that
emphasized that DIA did not wish to modify the commercial software
applications to facilitate unique DIA requirements.

Compatibility of System Concept Design with the NSA
Finance and Accounting System

Importance of General Ledger to Operation. The Oracle Government
Financial applications includes the budget, acquisition, and logistics modules.
The general ledger component of the budget module is the central hub that
facilitates the exchange of data among the Oracle Financial applications. The
Oracle software is designed as a tightly integrated software system that assumes
functional managers use the Oracle budget module as the core module to
exchange data. If the general ledger component of the budget module is not
implemented, the capabilities of the software modules are reduced.

Requirement to Use the NSA System. The DIA awarded the ARMISS
contract without considering that the Oracle budget module may duplicate or
conflict with functions inherent in the NSA finance and accounting system. In
August 1992, the Acting Comptroller of the DoD (now the Under Secretary of
Defense [Comptroller]) directed the transfer of responsibility for DIA finance
and accounting functions from the Air Force Finance and Accounting Office,
Bolling Air Force Base, to the NSA. On September 16, 1993, the Comptrollers
of the DIA and the NSA signed a memorandum of understanding covering DIA
use of the NSA finance and accounting system. The Office of the DIA
Comptroller advised senior DIA management and the ARMISS program
manager that the NSA would provide finance and accounting support at least
6 months before the award of the ARMISS contract. Nonetheless, the ARMISS
contract statement of work had no requirement that DIA use the NSA
accounting and finance system or that an interface with the NSA system would
be needed.

By late August 1993, the DIA Comptroller informed the Systems Center and
other DIA functional elements that he objected to the use of the Oracle budget
module as the core to provide common access to financial data because use of
the general ledger component of the budget module would unnecessarily
duplicate the accounting functions performed by the NSA finance and
accounting system. At the request of the ARMISS contracting officer
representative, VSE performed an assessment to determine the effects that the
transfer of accounting and finance functions had on the ARMISS concept of
operations. VSE delivered the assessment in October 1993 at a cost of $21,110.
VSE determined that the implementation of accounting and finance functions in
the NSA system would force a major revision to the ARMISS concept.
Specifically, ARMISS would not provide a real-time exchange of financial data
between the two systems, would not eliminate redundant data bases and
rekeying of data, and would not provide a single, integrated solution as DIA
envisioned.
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Ability of the ARMISS Contract to Meet Goals

Effects of Allowing the ARMISS Contract with VSE to Expire. After
spending about $1 million on requirements documentation, DIA terminated
customization of the Oracle software applications on March 31, 1994. In
August 1993, DIA redirected VSE efforts under the ARMISS contract from
software customization toward functional requirements analysis. Funds that
were identified in the base year of the contract for software customization were
used to support the operational analyses that VSE performed on the DIA
acquisition and personnel processes. During the operational analyses, DIA
determined that the proposed Oracle commercial software solution, with limited
customization, would not satisfy the ARMISS goals for an integrated business
solution tailored to current DIA processes. The Oracle software product was
not designed to interface with external systems, such as those in the DIA
automated environment.  Further, the Oracle software applications were
dependent on an integral general ledger, which conflicted with the requirement
that DIA use the NSA accounting and finance system. The VSE did not deliver
the customized software because the contractual effort escalated beyond the
scope of work. As a result, DIA allowed the contract to expire without
exercising any of the option years. The full value of the ARMISS contract
totaled $4.1 million.

Project Tracking and Oversight

Roles and Responsibilities. DIA Regulation 65-17, "Automated Information
Systems (AIS) Management Policy," November 6, 1989, assigns the Systems
Center overall responsibility for the development and maintenance of corporate,
automated information systems. Therefore, the Systems Center was responsible
for the implementation of the ARMISS into the DIA automated environment.
That responsibility was shared between the offices of the Logistics Division and
Systems Development. The Chief of the Logistics Division was the ARMISS
program manager. The ARMISS program manager had overall responsibility
for the acquisition planning, to include determining and validating the ARMISS
requirements, designing the system concept, developing the implementation
strategy, and managing funds and resources for the ARMISS contract. The
DIA contracting officer appointed a technical manager in the Systems
Development office as the ARMISS contracting officer representative. The
contracting officer representative was responsible for monitoring contractor
performance and for representing the contracting officer in all technical matters
related to the contract. However, cognizant officials at VSE and at the DIA
contracting activity indicated that the ARMISS program manager directed VSE
on how to proceed with the ARMISS contract.

In September 1993, VSE complained to the DIA Director of Procurement about
the potential conflict in receiving direction from multiple sources. In November
1993, the DIA contracting officer issued a letter to VSE reiterating that the
contractor shall not take orders to perform work regarding contract

9
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MDA908-93-C-0027 from anyone except the contracting officer or contracting
officer representative. Thereafter, the ARMISS program manager no longer
intervened and focused on implementing and integrating an ARMISS-like
system to satisfy Systems Center requirements. The ARMISS program manager
initiated two delivery orders with CSC, under the DIESCON, to implement and
integrate the Oracle commercial software and Oracle relational data base
management system. The ARMISS program manager made no overall plan for
tracking the project or for reporting the status of the ARMISS or DIESCON
efforts to senior DIA management.

DIA Senior Management Briefings. From the time the ARMISS contract was
awarded in June 1993 through the time the contract was allowed to expire in
September 1994, the Systems Center held only two meetings with senior DIA
management concerning the status of the ARMISS project.2 The ARMISS
program manager initiated the delivery orders without proper planning
documentation and senior management oversight. In our opinion, proper
planning did not occur because by the time delivery order 10 was initiated in
September 1993, the DIA Comptroller had reiterated that the ARMISS could
not be the final authority on obligations or expenditures and could not provide
an integrated, management information system to satisfy DIA-wide needs.
Also, by the time the Systems Center initiated delivery order 30 in September
1994, VSE had determined that the Oracle software did not conform to DIA
business processes and that significant risks were associated with required
interfaces with external systems.

The original intent of using DIESCON was for installation and integration of the
customized software into the DIA automated environment. However, VSE was
unable to customize the software to fit DIA business processes. Because the
ARMISS program manager used the DIESCON efforts as a prototyping
approach to satisfying ARMISS requirements in the Systems Center, the
Systems Center should have briefed senior DIA management on the purpose of
additional expenditures of about $1.1 million. The Systems Center did not brief
DIA senior management on the delivery orders until March 1995.

DIESCON Delivery Order 10. On September 23, 1993, the DIA
contracting activity issued delivery order 10, at the request of the Systems
Center. The delivery order was a firm fixed-price-completion effort totaling
$568,408. The scope of the delivery order was focused on implementing a
Systems Center Administrative Management System, using the Oracle data base
system and software modules acquired under the ARMISS contract, in a test-bed
environment, for proving the ARMISS concept. The contractor for DIESCON,
CSC, delivered an Administrative Management System application framework
to include the data base schema, data dictionaries, and data screens supporting

2The Systems Center discussed the status of ARMISS at two DIA Executive
Committee meetings--one on August 3, 1992, and the other on March 2, 1993.
However, the role and function of the DIA Executive Committee was only to
work with senior managers to resolve questions and concerns and to provide a
forum for discussing significant internal DIA management and resource issues.
The Committee did not provide an oversight role or enforce decisions.

10
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the budget functions. The CSC also delivered an Administrative Management
System capability on a stand-alone computer workstation within the Logistics
Division of the Systems Center to replace the current applications operating on
its WANG Office System and local area network environments with the Oracle
budget module. However, the ARMISS concept continued to be invalid because
the Oracle budget module needed to interface with the NSA system to provide
an integrated solution.

Delivery Order 30. On September 22, 1994, the DIA contracting
activity issued delivery order 30 to CSC at the request of the Systems Center.
The delivery order was a firm fixed-price-completion effort totaling $578,430.
The objectives of delivery order 30 were to migrate existing software
applications to the Oracle relational data base management system and to
improve the Systems Center acquisition process by replacing its Acquisition,
Resource, Inventory, Management Information System (Acquisition System).
Delivery order 30 was to support continuation of the Systems Center
Administrative Management System by including the development of a data
exchange facility that would enable the Systems Center to import and export
data to and from the existing DIA procurement and logistics systems. The CSC
was unable to migrate existing software applications to the Oracle data base or
to develop a facility for importing data because the Oracle commercial software
did not have the import capabilities needed to support the Systems Center
acquisition process. Additionally, the Systems Center acquisition process
supports the Directorates of Procurement and Logistics and must interface with
their automated systems. Oracle commercial software was not designed to
import data from those systems; therefore, it could not support other DIA
elements. Consequently, CSC was unable to perform the tasks associated with
the import interface in the delivery order 30 statement of work.

Future Direction of ARMISS. In February 1995, the Systems Center briefed
the new Deputy Director, DIA, on the results of the ARMISS contract. As a
result of that briefing, the Deputy Director directed functional managers to
identify DoD-standard systems, consistent with Corporate Information
Management policies and principles, for satisfying deficiencies in their existing
systems that ARMISS had been intended to remedy. No documentation existed
to show that the status of the delivery orders was discussed at the February 1995
briefing.

On September 5, 1995, the Chairman of the Configuration Control Board for
the Acquisition System submitted a proposed tasking to COMPEX Corporation
to transition the data in the Acquisition System to the Oracle data base system.
The scope of the tasking included tasks to implement the Oracle products and to
integrate the Oracle financial software as part of a commercial solution to meet
the functional requirements for the Systems Center acquisition process. The
Inspector General, DIA, indicated that a planned follow-on audit of ARMISS
will include the tasking. On October 2, 1995, the Director, DIA, issued a
memorandum to the Systems Center, directing it to cease any contractual
funding for ARMISS efforts specific to the Oracle products, pending completion
of our audit. The DIA has $1 million designated for ARMISS in its FY 1996
spending plan.

11
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Summary

The DIA was unsuccessful in achieving an integrated administrative
management system because of poor planning and a lack of oversight.
Specifically, DIA committed itself to a specific software solution without testing
to verify whether the software would meet requirements. Because DIA did not
consider the limiting characteristics of the Oracle commercial software and
because DIA did not adequately define its requirements and business processes,
it selected software that was unsuited to requirements. Also, DIA management
disregarded the required use of the NSA finance and accounting system when
selecting a software solution that was dependent on an integral general ledger
component. Further, DIA showed poor business judgment by buying large
quantities of software before testing the adequacy of the software for its
intended use. Finally, DIA senior management approved the acquisition and
permitted it to proceed, even though serious problems became apparent within
2 months of contract award. These circumstances provide evidence of a need
for strengthened management controls over acquisition and contracting and a
formal reporting process for tracking the progress of automated information
system projects in the DIA.

The Office of the Under Secretary of Defense for Acquisition and Technology
identified similar circumstances of poor planning and a lack of oversight in a
Program Management Review that office performed on the entire DIA
contracting process. For example, that review showed that DIA had no overall
plan for the acquisition process and that requirements were ill defined. The
review also showed that delivery orders should be managed as stand-alone
procurements needing proper evaluation, documentation, and management
oversight (see Appendix B for details).

Recommendations, Management Comments, and Audit
Response

We recommend that the Director, Defense Intelligence Agency:

1. Cease all Agency Resource Management Information Support
System development and implementation efforts until a comprehensive
acquisition plan developed in accordance with Corporate Information
Management policies and principles is approved.

Management Comments. The DIA concurred with the recommendation. The
Director stated that the DIA is pursuing two efforts under the ARMISS,
development and integration of a management information system using the
Oracle data base system to satisfy requirements of the training and personnel
functional offices. Further, all other aspects of the ARMISS have ceased, in
accordance with the direction of the Director, DIA, pending finalization of the
audit report.
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Audit Response. Management comments are responsive. We agree with the
decision to pursue efforts for the training and personnel functional offices as
long as DIA does not integrate management information systems developed for
those offices with the Oracle Government financial applications.

The DIA response, however, did not discuss specific development of a
comprehensive acquisition plan. DIA did not provide the strategy for
implementing a corporate management information system, including the Oracle
Government Financial and Oracle Personnel applications. Specifically, the
acquisition plan should cover the integration and migration strategy for
implementing all the Oracle COTS applications into the DIA architecture and
should identify the technical, business, management, and other significant
considerations or risks controlling or affecting the implementation strategy.
Therefore, we request that the DIA provide additional comments on the
acquisition plan for the ARMISS in response to the final report.

2. Establish a system of controls to verify that:

a. The requirements of the Defense Intelligence Agency
intended users are fully documented before an acquisition plan is approved.

Management Comments. The DIA concurred with the recommendation. The
comments state that procedures already exist to ensure that documentation of
user requirements are incorporated into acquisition plans and purchase requests.

Audit Response. Management comments are not fully responsive. Although
we agree that the DIA has policies and procedures for ensuring that user
requirements are considered in the acquisition planning, those policies and
procedures were not followed in acquiring the ARMISS. Although the Systems
Center sought involvement from DIA-wide functional and organizational users
in developing ARMISS requirements and in identifying automated technological
and functional process improvements, user involvement was not generally
effective. All interaction of the ARMISS working group and the process action
team funnelled through the Systems Center. We found no evidence that the
Systems Center adequately considered or included comments or concerns
addressed by the ARMISS working group or process action team in the
ARMISS acquisition planning documents. Therefore, in response to the final
report, we request that the DIA submit additional comments on how control
verification will be accomplished.

b. Procurement is limited to those quantities required for
testing until the suitability of the product or service for the intended
purpose is demonstrated.

Management Comments. The DIA concurred with the recommendation, but
provided no comments on limiting quantities until product suitability is
demonstrated.

Audit Response. DIA Regulation 65-17 states that the Systems Center is

responsible to analyze user requirements using prototypes to the extent possible
to better understand and refine requirements and to design concepts.
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Nevertheless, the ARMISS request for proposal did not require the bidding
vendors to demonstrate the concept of linking all seven administrative functions
during the pre-award demonstration.

Our evaluations of the vendors' demonstrations indicated that the vendors
demonstrated only the functionality of each application as independent systems.
Furthermore, there was no need to procure 100 percent of the software because
the DIA plan, as stated in the ARMISS statement of work, called for a modular
implementation approach of the functional areas in order to prevent major
disruption to existing work and to prevent downtime in critical functions.
Commercial businesses test the features, performance, and capacity of COTS
software by buying a small number of the product for evaluation, which the
businesses use for prototyping, development, and testing. If the COTS software
proves to be suitable, then the deployment quantities can be purchased with
confidence. We request that in response to the final report, the DIA provide
details on limiting procurement quantities until product suitability is determined.

c. Quarterly status reports detailing cost, schedule, and
performance data are provided to senior Defense Intelligence Agency
managers.

Management Comments. The DIA concurred with the recommendation,
stating that senior management is kept apprised of procurement actions
appropriately.

Audit Response. Management comments are not fully responsive. The point
made in our report was that DIA-wide systems like ARMISS should receive the
attention of the DIA Command Element. Although meetings were held to
discuss the status of the ARMISS effort at the Systems Center and directorate
levels, the concerns and issues that arose during the preaward and postaward
phases of the ARMISS contract required Command Element involvement. For
example, the System Center did not keep senior managers at the Command
Element appropriately apprised of:

o user concerns regarding the lack of effective communication and
coordination;

o the DIA Comptroller's recommendations to include a plan for
reviewing and considering DoD standard systems and to procure the software on
a module-by-module basis;

o the effects that the DIA consolidation of accounting and finance
functions with the NSA had on the ARMISS concept of operations; and

o the Chief, Administrative and Resource Staff and Comptroller concern

that the ARMISS statement of work did not identify discrete deliverables
associated with clearly defined tasks that could be individually costed.

14



ARMISS Program Management

We request that in response to the final report, the DIA submit additional
comments on establishing a system of controls to ensure that senior managers

are kept appropriately apprised of important cost, schedule, and performance
data for important DIA-wide acquisition programs.

Appendix D contains audit responses to DIA comments on specific issues in the
finding.

15



Part II - Additional Information



Appendix A. Scope and Methodology

Scope

ARMISS Project. We performed this audit jointly with the Inspector General,
DIA. Inresponse to anonymous allegations forwarded by the Chairman, Senate
Committee on Armed Services we reviewed documentation relating to
two contracts for the acquisition, customization, and implementation of
ARMISS contract MDA908-93-C-0027 awarded June 7, 1993, to VSE for
$6.9 million; delivery order 10, awarded September 23, 1993, for $568,408;
and delivery order 30, awarded September 22, 1994, for $578,430 under
contract MDA908-93-D-1503.

Methodology

At the Virginia Contracting Activity, we examined VSE technical and cost
proposals, statements of work for the ARMISS and delivery orders 10 and 30,
Source Selection Evaluation Board workbooks and files, source selection
evaluation criteria, ARMISS requests for information, VSE and progress and
status reports, and correspondence in the contract files for ARMISS and
delivery orders 10 and 30.

At the Systems Center, we examined VSE deliverables specific to the functional
requirements definition of the Oracle personnel and acquisition modules and to
studies and analyses regarding the transfer of DIA accounting and finance
functions to the NSA finance and accounting system. We also examined
documentation on:

o the acquisition planning and development and coordination of the
ARMISS requirements;

o deliverables specific to the implementation of the Oracle budget and
acquisition modules;

o the ARMISS pre-proposal conference;

o the presolicitation demonstration of the Oracle products; and

o correspondence in the contracting officer representative files.
At the DIA Directorate of Administration, we examined the Administrative
Functional Control Board records of technical and functional issues regarding
the ARMISS. At the office of the DIA Comptroller, we examined ARMISS
program funding and information pertaining to the transition of accounting and
finance functions to the NSA. We relied on Office of the Inspector General,
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DoD, software engineers to perform a comparative analysis of the VSE and
CSC efforts to determine whether the delivery orders were duplicative of work
under the ARMISS contract. The software engineers also evaluated the
technical implications of using the commercial software applications to satisfy
the ARMISS requirements. All documentation examined was dated from July
1988 through September 1995.

We interviewed the Deputy Director, DIA; the Director, National Military
Intelligence Systems Center and members of his staff; the former Director,
Department of Administration; contracting officers at the Virginia Contracting
Activity; personnel at VSE, CSC, BDM Federal International Company, and
Oracle Corporation; the Chair and members of the Source Selection Evaluation
Board; program management staff for ARMISS and delivery orders 10 and 30;
and other DIA personnel involved with ARMISS and delivery orders 10 and 30.

Audit Period, Standards, and Locations. We performed this economy and
efficiency audit from March through September 1995 in accordance with
auditing standards issued by the Comptroller General of the United States, as
implemented by the Inspector General, DoD, and, accordingly, included tests of
management controls considered necessary. We did not rely on computer-
processed data to achieve the audit objectives.  Appendix F lists the
organizations visited or contacted.

Management Control Program

DoD Directive 5010.38, "Internal Management Control Program," April 14,
1987, requires DoD organizations to implement a comprehensive system of
management controls that provides reasonable assurance that programs are
operating as intended and to evaluate the adequacy of the controls.

Scope of Review of Management Control Program. We reviewed
management control procedures regarding the Systems Center's program
management practices for the acquisition of the ARMISS. We also reviewed
the Systems Center procedures pertaining to the use of the DIESCON for
ARMISS implementation and integration.

Adequacy of Management Controls. We identified material management
control weaknesses for DIA as defined by DoD Directive 5010.38. DIA
management controls for acquisition planning and monitoring of management
information systems were not effective to verify that user requirements and the
system concept were fully analyzed, documented, and coordinated before the
Systems Center prepared the ARMISS contract statement of work and before the
Systems Center decided to use commercial software as a solution for satisfying
the ARMISS requirements. The Office of the Under Secretary of Defense for
Acquisition and Technology Program Management Review (see Appendix B)
identified similar management control deficiencies. Also, controls were not
effective to keep the DIA senior management regularly informed on the
progress of the ARMISS project. DIA operating procedures permitted the
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release of the ARMISS request for proposal when acquisition planning lacked
content and preparation and permitted the continuation of the ARMISS project
under the DIESCON after VSE identified a significant deficiency in using the
Oracle commercial software to satisfy the ARMISS concept design and
requirements. Recommendations 2.a. and 2.c., if implemented, will strengthen
management controls over the acquisition planning and the project tracking
processes. See Appendix E for a summary of those benefits. A copy of the
report will be provided to the senior official responsible for management
controls in the Office of the Assistant Secretary of Defense (Command,
Control, Communications and Intelligence).

Adequacy of Management's Self-Evaluation. DIA reviews management
controls every 5 years and performs an informal review every other year. The
DIA management control program includes self-evaluations by program
managers of assessable units. Program managers do not use checklists for
evaluating management controls. The DIA plans to use checklists by
FY 1996 at the request of the Inspector General, DIA. The Inspector General,
DIA, suggested that checklists be used as a tool for assisting program managers
in preparing opinions on management controls. The checklists would be
provided to appropriate officials responsible for signing the annual statements of
assurance. The DIA identified no material weaknesses in its FY 1994 annual
statement of assurance.
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Appendix B. Summary of Prior Audits and
Other Reviews

Office of the Under Secretary of Defense for Acquisition and
Technology

The Office of the Under Secretary of Defense for Acquisition and Technology
and the Defense Logistics Agency performed a Program Management Review of
the DIA contracting process. The review was conducted from January 23
through February 16, 1995. The review team identified problems with the DIA
acquisition planning and requirements definition processes.  Regarding
acquisition planning, DIA had no overall plan for the acquisition process,
requirements were ill defined because technical personnel had no incentive to
develop statements of work for projects not likely to be funded, and contractor
responsibilities were not clearly articulated in contractual instruments. The
review team concluded that the acquisition planning function had become a
"paper chase" within the Directorate of Procurement and that the technical
community is not meeting the responsibility of writing statements of work.

Regarding requirements definition, the review team determined that DIA often
provided broadly stated requirements in the basic contract and made attempts to
narrow the scope through the issuance of delivery orders. The review team
concluded that delivery orders should be managed as a stand-alone procurement
with proper evaluation, documentation, and management oversight.

The review team recommended that the responsibility for acquisition planning
be placed with staff knowledgeable of the technical aspects and that the
Directorate of Procurement be taken out of the business of monitoring
acquisition planning actions of $100,000 or more. The review team also
recommended that acquisition planning concepts in DIA Manual 44-2,
"Acquisition," be revised to include the development of meaningful planning
tools to relate an acquisition strategy to a particular requirement. Further, the
review team recommended ensuring that statements of work received from the
requiring activities are well-defined in order to promote adequate competition
and that contracting officers and technical analysts have a comprehensive
understanding of the statement of work in order to validate technical proposals.
The DIA is in the process of coming up with an action plan to implement each
recommendation.

Inspector General, DoD

Inspector General, DoD, Report No. 92-084, "Acquisition of Automated Data
Processing Equipment By the Defense Intelligence Agency," May 1, 1992,
identifies a lack of formal acquisition planning. Specifically, the audit found no
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evidence that DIA employed a structured, disciplined acquisition planning
process; that planning documents specified the acquisition approaches
considered or rationales used by DIA in making key acquisition decisions; or
that DIA adequately coordinated the acquisition objectives, schedules,
problems, status, and plans. In addition, inadequate planning directly
contributed to questionable DIA actions and decisions regarding contract
coordination, type, and costing methodology.

The report recommends revising DIA Manual 44-2 to indicate the considerations
and requirements in planning acquisitions totaling more than $15 million in any
fiscal year. DIA Manual 44-2 was revised to include a list of planning actions
for verifying that requiring activity acquisition plans are completed. The report
also recommends developing and documenting procedures to ensure that future
requirements-type contracts are based on and developed from well-defined needs
of the users. DIA Manual 44-2 was also revised to require supporting
documentation from the users for all indefinite-delivery-type contracts.

Inspector General, DIA

Inspector General, DIA, Project No. 92-1215-0A-001, "Management and
Control of Commercial-off-the-Shelf Software," August 22, 1994. The report
identifies inconsistent and unreliable processes for meeting user requirements.
Specifically, the justification and documentation for commercial software
requests were either nonexistent or incomplete, a process for review and
approval of requests was not established, and the processing of subsequent
software acquisition actions was inconsistent.

The report recommends establishing guidance for the review of all software
requests, implementing procedures to ensure all actions for software requests are
fully documented, and implementing a method to track user requests.

The DIA concurred with all recommendations and has either completed or is in
the process of planning action for each recommendation.

Inspector General, DIA, Project No. 94-1545-0A-014, "Automated Data
Processing Hardware Inventory," August2, 1995. The report states that
automated data processing inventory records contained errors and that the
accumulation of automated data processing inventory in the DIA warehouse was
primarily caused by inadequate planning. The Inspector General, DIA,
recommended implementing recommendations made by the Business Process
Improvement Team V Acquisition Baseline Workshop to improve procurement
tracking. The DIA has not completed a formal action plan; however, corrective
actions are in progress for all recommendations.
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Allegation 1. In advance of issuing the competitive solicitation, the ARMISS
program manager preselected an Oracle Corporation product, "Oracle
Financial."

Audit Result. We were unable to substantiate the allegation. The ARMISS
program manager and other DIA personnel attended a demonstration of the
Oracle financial products before the issuance of a competitive solicitation.
However, the solicitation did not specify that the vendors propose Oracle
products, in whole or in part, to satisfy the ARMISS request for proposal. The
vendors could propose any commercial software product that offered an
integrated solution for satisfying the ARMISS requirements.

Additionally, the seven members on the ARMISS Source Selection Evaluation
Board independently read and evaluated the ARMISS cost and technical
proposals, documenting their scores in individual evaluation workbooks. In
addition to the seven members, nine functional advisors independently evaluated
the proposals. The proposals were evaluated on the mechanics of the proposals
and the vendors' proposed solutions rather than the software products proposed
by the vendors. Once the individual scoring was completed, the Source
Selection Evaluation Board met to come to an overall consensus score.

DIA received three proposals for integrating its administrative functions.
One vendor was disqualified because it proposed a software development
solution rather than a commercial software solution.  The remaining
two vendors, VSE and Integrated Microcomputer Systems each proposed Oracle
software products and Banner commercial training software. In addition, VSE
proposed STARBUCS travel, and Integrated Microcomputer Systems proposed
a Government-off-the-shelf travel program to satisfy the ARMISS request for
proposal. We reviewed the source selection process and found it to be fair and
reasonable.

Allegation 2. DoD acquisition regulations were not followed. Specifically, no
formal funding plan, no formal acquisition plan, and no requirements definition
were completed for the ARMISS project.

Audit Results. The allegation was substantiated. The DIA did not follow
policies and procedures in DoD Directive 8120.1, specific to life-cycle
management review and milestone approval for automated information systems
projects. The DIA did not have a formal funding plan for ARMISS. In
addition, senior management oversight permitted the realignment of funds from
other Systems Center budgets to fund the ARMISS contract and contract
modifications. The Systems Center had a formal acquisition plan; however, it
was not sufficient. Specifically, the Systems Center did not adequately define
the requirements for ARMISS, adequately analyze and explore the ARMISS
concept design before procuring 100 percent of the assumed quantities of
software, or consider the technical implications associated with the requirement
for DIA to use the NSA accounting and finance system. See the Finding for
details.
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Allegation 3. The ARMISS Program Manager applied undue pressure on the
ARMISS evaluation committee members and contracting staff to award the
ARMISS contract.

Audit Result. We partially substantiated the allegation. We interviewed three
of the seven ARMISS Source Selection Evaluation Board members, and two of
them stated that they felt pressure by the ARMISS program manager to quickly
award the contract. However, the two members asserted that outside pressure
did not influence their decision. We also interviewed the contracting officer
who awarded the ARMISS contract. He suggested recompeting the ARMISS
request for proposal because, although the bids were acceptable, they were not
exceptional. Also, the contracting officer suggested revamping the ARMISS
statement of work because the contractor tasks were vague. However, we
determined that the ARMISS program manager applied pressure to award the
contract quickly.

Allegation 4. The ARMISS contract was permitted to expire because:
o the Oracle products could not be modified to meet DIA needs, and

o the contractor could not perform because of DIA undefined functional
requirements.

Audit Results. The allegation was substantiated. The Oracle commercial
software modules did not readily conform to the DIA business practices due to
regulatory requirements, to the lack of functionality essential to business
processes, or to design features inherent in the Oracle commercial software.
For the Oracle commercial software to meet DIA needs, the software required
extensive modification to the data base table structures and development of an
import facility. Oracle Corporation considers changes of this magnitude to be
risky which could result in relinquishing the software warranty and maintenance
support agreements. See the Finding for details.

Allegation 5. The ARMISS program manager spent more than $1 million in an
attempt to use the Oracle commercial software to satisfy resource management
deficiencies in the Systems Center operational systems.

Audit Results. The allegation was substantiated. ~The ARMISS program
manager spent about $1.1 million under the DIESCON to implement the Oracle
financial modules. The work required under DIESCON delivery orders 10 and
30 were to provide the Systems Center with a fully functional, integrated system
for tracking and monitoring budget expenditures and automated data processing
acquisitions. However, the original intent of using the DIESCON was to
integrate the customized software into the DIA automated environment for
satisfying the DIA-wide ARMISS requirement. Further, the scope of work
under delivery order 30 included replacing the Systems Center Acquisition
System, which was an existing, operational system. However, CSC could not
replace the Acquisition System due to the risks associated with importing data
from external procurement and logistics systems. See the Finding for details.
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